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How to Encrypt your personal details in Job Prospector

For security reasons, your personal details can be automatically encrypted whenever you close
the Personal Details task.

Encryption is a way to enhance the security of a file by scrambling the contents so that it can be
read only by someone who has the appropriate password to unscramble or decrypt it.

When you first enter the Personal Details, the Encryption setting in the program will be Inactive,
unless you have already set up Encryption in the Configuration menu. This means that any data
you enter will not be protected.

This guide will show you how to:
v' Activate Encryption

v Change your Password

v Deactivate Encryption.

\
ACTIVATE ENCRYPTION—If you wish to activate Encryption you can do so from the
Configuration menu — Data Encryption

When you first click on Data Encryption the following screen will be displayed.

. Personal Data Encryption @

The Personal Details data encryption functions NOTICE
are currenly

Inactive

*Your personal detail files are
currently NOT encrypted.

By changing fis setfing you are
electing to encrypt all of the personal
. . . information held on file.

Do you wish fo change this setting to . -
While your personal details are held in
B an encrypted state you will be
Active T
time you access the personal details
| opton fromthe manmenu. ||

- —— ———

Y
You can change the setting to Active by selecting the = tab. You will be asked to
create a password. Your password must be at least 10 characters in length either letters or
numbers. Remember to make a note of your password somewhere safe.

. Personal Details Encrypted ﬁ
Your personal detail files will be encrypted Once you have entered and confirmed your password, click
A password will be n—:-quiredr for youto
access the Personal Details page. and a brief message will be displayed

Please enter a password

—Encryption in progressl to confi
| : | encrypted. When Encryption has been completed you will

Flease enter 3 password confrmation | notice a tick in the Encryption box on the Configuration

menu.

E— Drata Encryption g
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When you next select the Personal Details task the following screen will appear and you will need
to enter your password so that your information can be decrypted ready for you to use.

r- Personal Details Encrypted E

Your personal detail files are encrypted

A password is required for you to continue to
the Personal Details page.

Please enter your password

| |
Continue | change | Cancel

T —

. Continue . .
Once you have input your password and selected your files will be decrypted.

CHANGE YOUR PASSWORD
If you want to change your password at any time, select the Personal Details task and select the

E tab on the password entry screen. You will then be required to enter your current
password, then the details of your new password and then you will need to confirm your new
password.

. Personal Details Encrypted Q

Your persanal detail files are encrypted

A password is required for you to access the
Personal Detalls page.

Please enter your current password

Please enter your new password

| Please re-enter your new password for confirmation b

Conti
Once you have input your new password and selected E your files will be decrypted
and your new password will be saved. Remember to keep your password safe.
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DEACTIVATE ENCRYPTION )
If for any reason you want to Deactivate Encryption, select the Encryption box in the
Configuration menu and you will be given an option to deactivate. The following screen will then
be displayed.

Mg Corfiguration B~~~ T ——

Microsoft® Windows Vista™ Home Premium , Service Pack 1 _
Intel(R} Core(TM)2 Duo CPU  TS550 @ 1.83GHz, 3GB Physical Memory
Mobile Intel(R} 865 Express Chipset Family (0MB)

File Backup & Restore
Local Backup Drive | C: (Vista) |ZH Local fixed drives only.

Remote Backup Drive | D: (Removeable Media) E‘ CO-RW, DVD-RW or USB drives only.

Program Seftings

Data Encryption | @ Personal Details Encrypted ==

Your personal detail files are encrypted
Documents Directol

A password is required for you to change the
Data Documedy encryption settings.

Please enter your password

(uensetion, | |

Conti

Once you have entered your password select E and a brief message will be dis-

pl ayed —Decrypting documentsl You will then notic
Configuration menu has been removed

Data Encryption §
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